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ABSTRACT 
Diagnosability ensures that the global model of a centralized system, will always be able to diagnose a 

predetermined set of faults previously listed unambiguously. However co-diagnosability guarantee that these 

faults are diagnosed in a decentralized manner using multiple local diagnosticians. The co-diagnosability property 

is stronger than diagnosability, because if a system is Co-diagnosable it is diagnosable; while a diagnosable system 

does not necessarily ensure the co-diagnosability of this system. The challenge of decentralized diagnosis 

approaches is to perform multiple local diagnostics and verify that they are equivalent to the global one without 

the need for a global model. 

This paper proposes an approach to obtain a decentralized co-diagnosable diagnosis structure of the discrete event 

system, without the use of a global model, based on internal succession events of local diagnosticians and Petri 

networks. 
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INTRODUCTION 
A defect can be defined as a deviation from normal behavior, this deviation is a dysfunction which does not prevent 

a process to perform its function, and it is expressed as a deviation of a property or a characteristic parameter of the 

process[1]. In this paper, we study Diagnosability of the faults of discrete event systems (DES), which is at the 

origin of many studies in recent years. The notion of diagnosability of DES was formally introduced in [2] and was 

widely studied later in [3-5] and [6].This type of system is defined by a finite set of transitions and a finite set of 

states. Different algorithms have also been developed to solve this problem by Diagnosability [5]. 

Other work has also been proposed. The first approach given in [7, 8] and [9], consists in making a local diagnosis 

using local diagnosability and then define a global diagnosability from local diagnosability. But the taking into 

account the temporal relationships between events, can allow to render some models diagnosable, This observation 

helped extend the initial work in the context of timed discrete event systems (DES-T), exploiting the timed Petri 

nets [4]. 

The work presented in this article is in the continuity of previous work related to Diagnosability of DES. It is also 

inspired by the study[10]. We study the co-diagnosability of DES by an approach based on local models, by the use 

of Petri network and internal succession events to obtain a decentralized co-diagnosable diagnosis without the use 

of a global model. In the second section we introduce some preliminary definitions and notations on Petri nets, 

related to Diagnosability and co-Diagnosability. In the third section, we will define the problematic and the existing 

approach. In the fourth section we will propose a modeling approach with Petri nets and the internal succession 

events. We will finish with a conclusion for considering the prospects of this work. 

DIAGNOSABILITY OF DISCRETE EVENTS SYSTEMS BY PETRI NETS 
Discrete event system 

[11] A discrete event system is a dynamic system where the state space is discrete. Its trajectories of states are 

piecewise constant. This system operates in accordance with the occurrence of physical events (beginning 

treatment, end treatment, breakdown, repair), with generally irregular or unknown intervals. 
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                                        Figure1: the evolution of the state of a discrete event system 

Petri nets 

[12] Petri nets are used to model the dynamic behavior of discrete systems. They are composed of two types of 

objects: places and transitions. The places used to represent the state of the system; and the transitions represents 

all the events whose occurrence causes the change in the system state. 

A Petri net is a 4-tuple [6 W+] where: 

 P is a finite and not empty set of places. 

 T is a finite set of transitions. 

 W- (Respectively. W+) is the incidence function front (respectively back.) of domain of P * T. 

Diagnosability 

[1] The concept of Diagnosability based on events can be formally defined as follows: 

Definition: A language L closed prefix and living is diagnosable compared to a projection function PL and a set of 

partitions faults ΣП if and only if [1]: 

∀ f ϵ ΠFI, ∀i ϵ {1,2,…….,r}, ∃ni ϵ N, ∀s ϵ ψ(ΠFI), ∀t ϵ L/S : |t|≥ni 

∀ w ϵ PL-1 (PL(St)) → f ∈ w 

This definition means that the language is diagnosable if and only if: 

• There are at least a state of a diagnostician, for which the diagnostician decides with certainty the occurrence of 

fault belonging to a ПFi partition. 

• It should not be any cycles said "indeterminate", for which the diagnostician is unable to determine with certainty 

the occurrence of a fault belonging to a ПFi partition. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 2: Example of a system with an F1-indeterminate cycle as a diagnostician 

This example: Figure (2) present a diagnostician who satisfies the condition 1 since there is a state {6F1} for which 

the diagnostician decides with certainty a fault occurrence belonging to ПF1. But it does not verify the condition 2 
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since there is a cycle (bcd) for which the diagnostician can stay until infinity uncertain of the occurrence of a type 

of defect F1 ({3F1, 7N}, {4F1, 9f1, 11N} {5F1, 10f1, 12N}). The presence of this indeterminate cycle makes the 

system not diagnosable. 

Co-Diagnosability 

The concept of Co-Diagnosability must ensure that any failure must be diagnosed in a bounded time by at least one 

local diagnostician using his own observations. 

Definition: A language L closed prefix and living says F-co-diagnosable compared to projection functions PLJ (j ε 

{1, ..., m}) if and only if:[9] 

∀ f ϵ ΠFI, ∀i ϵ {1,2,…….,r}, ∃ni ϵ N, ∀s ϵ ψ(ΠFI), ∀st ϵ L , |t|≥ni 

∃j∈{1,2….,m},∀ w ϵ PLj-1 (PLj(St))∩L → f ∈ w 

We talk about the Co-Diagnosability of decentralized systems, when there are several local diagnosticians, this is 

to ensure that any failure must be diagnosed in a bounded time by at least one local diagnostician. 

 

Definitions 

• A ‘Fi certain’ state: is a state of diagnostician that contains only the Fi label to indicate with certainty the 

occurrence of a default. 

• A ‘Ni certain’ state: is a state of diagnostician that contains only the Ni label indicating the absence of any fault 

of the type Fi. 

• A ‘Fi uncertain’ state:  is a state that contains both labels Fi and Ni. 

• A ‘Fi indeterminate cycle’: is a cycle formed by the states ' Fi uncertain'. 

 

EXISTING APPROACH 
Comparative Study: the approach of decision making 

Most real systems are complex. They are constituted by interconnected and distributed components in terms of 

information and geographic location. Therefore, Calculating of the diagnosis in a central point increases the 

complexity of reasoning and causes errors, loss of information, and communication delays during transmission to 

the central point. A decentralized diagnostic approach is more appropriate and efficient for the diagnosis of real 

systems. 

The table below (1) presents a comparative study of the different structures of decision making diagnosis of DES: 

 

Table 1: Comparative study of the different structures of decision making 

From the table (1), we show that: 

• Centralized decision-making structures should be avoided because of the combinatorial explosion in the number 

of states. 

• Distributed decision-making structures used to reduce the combinatorial explosion but sometimes imposes heavy 

and complex communication protocols for resolving cases of indecision. 

Structure of 

decision making 

Model of Process 

/diagnostician 

 

Communication 

Protocol 

 

      Advantages 

 

Disadvantages 

 

 

 

centralized 

 

 

  Global model / 

global 

 

 

 

none 

-Don’t need a 

communication protocol 

 

- One model with one 

diagnostician 

- Combinatorial 

explosion 

- Low robustness 

- Low maintainability 

- Tolerant to failures 

-  Slowly progressive 

 

Decentralized 

Without 

coordinator 

Global model / local  

none 

-Diminution of 

combinatorial explosion 

 

- Risk of  Decisional 

conflicts  

-  Conditional 

architecture 

 

Decentralized 

With coordinator 

 

  Global model / 

local  

 

coordinator 

- Diminution of the 

explosion 

And managing conflict by 

the coordinator 

 

- Need for a 

coordinator 

 

distributed Local model / local between 

modules 

- Managing conflicts 

directly 

 

- Communication 

Protocol 
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• Decentralized decision-making structures can both, reduce the risk to the combinatorial explosion and resolve 

indecision with a simple coordinator decisions. 

So, a decentralized diagnosis approach is more appropriate and efficient for the diagnosis of real systems. 

 

Existing approach of decentralized diagnosis 

The notion of "Diagnosability" allows to verify if a set of predefined faults, can be diagnosed in a bounded time 

from a model of the system and a set of observable events. The concept of co-diagnosability should verify that any 

fault diagnosable by a centralized diagnostician is also diagnosable by at least one local diagnostician using his 

own observations. The concept of co-diagnosability allows to verify the global diagnosability property of a 

decentralized system, based on all the local diagnosticians, in a decentralized manner. 

The major disadvantage of this method is the need for a global system model to build local diagnosticians and 

eliminate the indecision states. Obtaining this model can be a very difficult task, if not impossible in the case of 

systems with a very large number of components. 

Our study is situated in the context of the diagnosis based on events: all events of Σ are divided into two disjoint 

sets, Σ = Σo U Σu, where Σo is a finite set of observable events and Σu is a finite set of unobservable events. Faults  

are unobservable events (Σf ε Σu). Σf is the set of system faults. Consequently, all of the transitions is also divided 

into two disjoint subsets of transitions: observable To and unobservable Tu (T = To U Tu). 

 Example: Given a global system composed of two local subsystems as shown in Figure (3): 

• Subsystem A, which has two observable events:   Σ1o = {a, a '}. Figure (4.a) 

• Subsystem B, which has two observable events:    Σ2o = {b, b '}. Figure (4.b) 

 

 

 

 

 

 

 

Figure 3: Example of a system composed of two subsystems 

The desired functioning by the controller is: G = {<b>, <a> <b '>, <a'>}, this sequence of events begins with the 

transition b, followed by the transition a, followed by b', and at the end the transition a'. Figure (5) 

The modeling of the desired functioning by controller with Petri nets is given in Figure (6) .this modeling includes 

normal and faulty system behavior. Defects transitions will be noted along the paper by f. 

 

(a)                                       (b)                                                               

Figure 4: local models of subsystems A and B                                                Figure 5: the model of local controller 

               established by Petri net                                                                                      established by Petri net 
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Figure 6: the local model of the controller with the normal and faulty behavior 

The construction of the local diagnosticians of the two subsystems A and B is given in Figures (7) (8): 

 

 

         Figure 7: Local diagnostician of subsystem A                              Figure 8: Local diagnostician of subsystem B 

The figures (7) and (8) show that local diagnosticians D1 and D2 contain states 'Fi uncertain'. Therefore these 

diagnosticians are not co-diagnosable, hence the necessity to use a global model of the system to eliminate 

indecision states. 

MODELING APPROACH BY THE PETRI NETWORK AND INTERNAL SUCCESSION 

EVENTS  
In this paper an approach of local models based on Petri net is proposed in order to obtain a decentralized co-

diagnosable diagnosis, without the use of a global model but by the use of internal succession events. 

In this approach the system is decomposed into a set of interconnected components, and constituted of observable 

events (observable transitions) and internal succession events (unobservable transition). Figure (9) 

 For each component i, we build a set of observable events which contains (n) events, and a set of internal succession 

events which also contains (n) events. So,        ∑i= ∑io+∑isi 

Whence Σi is a set of events of a subsystem i, Σio is its set of observable events, and Σisi is its set of internal 

succession events. 
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Figure 9: global system divided into N subsystems 

 Example: Consider the example of two subsystems A and B: 

For the subsystem A, we have built two observable events ΣAo = {a, a '}, and 2 internal succession events 

ΣAsi = {as, as'}. 

The same for the subsystem B, which was built two observable events ΣBo = {b, b '}, and 2 internal succession 

events ΣBsi = {bs, bs'}. 

The communication between these two local subsystems is done in the following way: 

Internal succession events leaving (output) the subsystem A, will be the internal succession events entrants in 

(input) the subsystem B:   ∑isi (out) = ∑j si (in), and reciprocally see Figure (10). 

 ∑Asi(out) = {as, as’}= ∑Bsi(in) 

 ∑Bsi(out) =  ∑Asi(in) = {bs, bs’} 

Thanks to these internal succession events, the subsystem A will be able to take the next transition of the subsystem 

B, respecting the desired functioning by the controller. Similarly, subsystem B will be able to take the next transition 

of the subsystem A, respecting the desired functioning by the controller. 

 

 

 

 

 

 

 

 

 

 

 

 
       (A1)                                                 (A2)                                                     (B1)                                           (B2) 

Figure 10: internal succession model of the subsystem A         Figure 11: internal succession model of the subsystem B 

 

 

Internal succession models (A1, A2) and (B1, B2) of subsystems A and B are built at first, to build local 

diagnosticians models A and B. 

 

In B1, the transition (b) leads the subsystem in place P2 which corresponds to an unstable state (EI), the latter will 

be stabilized by the transition (bs). The transition (bs) stabilizes the unstable state EI, and activates at the same 
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time the process of subsystem A1. The occurrence of the transition (as) in A1 will trigger the process of the 

subsystem B2, and the occurrence of the transition (bs') in B2 will trigger the process of the subsystem A2. 

These internal succession transitions allow to obtain the desired functioning by the controller: G = {<b> <a>, <b 

'> <a'>}. Each observable transition of this sequence of events leads the system to an unstable state, which is 

stabilized by an internal succession transition, see Figure (12). 

 

Following the occurrence of an observable transition in a component i, decisions will be calculated based on the 

use of local models. Finally the decisions of local diagnosticians are summed to calculate the global model for 

diagnosis which should be equivalent to the diagnosis decision obtained by the centralized diagnosis structure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 12: Controller model 

 

After constructing the model of controller that includes normal and faulty states; local models of each subsystems 

should be established in order to build their local diagnosticians. 

Local diagnosticians of the subsystems A and B are formed by the interaction of several states 

 

_ ED and ED ': desired states                            _EI: unstable states                                         _ EC: controller error 

Each state corresponds to a set of places of Petri network, with different labels according to their modes of 

operating: 

_N: normal state              _N*: unstable normal state               _F: Fault state                     _F *: unstable fault state 

 

 

 

 

Annals of Computer Science and Intelligence Systems

Volume 12, Issue 2, 2024                       https://e-csis.org/, ISSN: 23005963                     Page: 14



 

Figure 13: Local diagnostician D1 of the subsystem A                      Figure 14: Local diagnostician D2 of the subsystem 

B 

At the end, we must calculate all local decisions observed following the occurrence of an observable event, for 

each local diagnostician. This will generate the paths that constitute sequences of events. 

Figures (15) (16) show local diagnosticians of A and B obtained following the occurrence of the observable 

transition (a '). 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Following the occurrence of an observable transition in a subsystem, local decisions are calculated based on the 

use of local models. Finally the decisions of local diagnosticians are summed to calculate the global diagnosis 

model which must be equivalent to the diagnosis decision obtained by the centralized diagnosis structure. 

Figure (17) shows the diagnostician obtained by the summation of two diagnosticians A AND B. the place P1 of 

the diagnostician corresponds to a normal state N (1N, 1N), the place P2 corresponds to an uncertain  unstable 

state F (2F *, 1N), and the place P3 corresponds to a certain state F (2F, 1F). 

 

 

Figure 15: Local diagnostician of the subsystem (A) 

following the occurrence of observable transition (a') 

Figure 16: Local diagnostician of the subsystem (B) 

following the occurrence of observable transition (a') 
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Figure 17: global diagnostician obtained by the summation of two diagnosticians A AND B 

After the elimination of uncertain unstable state F, the final diagnostician is obtained, see Figure (18) .the final 

obtained diagnostician contains only the normal states N and the faulty states F. consequently there was obtained 

a global model for diagnosis, equivalent to the diagnosis decision obtained by the centralized diagnosis structure, 

by eliminating indecision states, without the use of a global model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 18: Final diagnostician without the use of a global model 

 

 Findings of approach 

To apply the proposed approach for a real and complex system, follow these steps: 

1- Decentralize the global system into (n) subsystems. 

2- Build for each subsystem a set of observable events Σio, and a set of internal succession events:  

     Σisi: Σi = Σio + Σisi. 

3- Build the internal succession models for each subsystem (n). 

4- Build the desired model of the controller. 

5- Build the local diagnosers of each subsystems. 

6-Build local simplified diagnoser of each subsystems, following the occurrence of an observable event. 

7- Construct the global diagnoser by summing the (n) local diagnosticians and eliminate the indecision states. 
 

 

CONCLUSION 

 
The approaches of construction of a decentralized diagnostic module existing in the literature, are all based on the 

use of a global model to verify the co-diagnosability of decentralized diagnosis structure obtained, and eliminate 

indecision states. 

The approach proposed in this article, allows the verification of the co-diagnosability of decentralized diagnosis 

structure of discrete event systems, without the use of a global model, through local diagnosticians built by 

network Petri, and the succession of transitions, to obtain a global decision equivalent to the centralized decision 

diagnosis. 

Annals of Computer Science and Intelligence Systems

Volume 12, Issue 2, 2024                       https://e-csis.org/, ISSN: 23005963                     Page: 16



The proposed approach represents a solution to the problem of the use of global model in the case of complex 

systems. In future work, the proposed approach will be implemented to develop local diagnosticians which 

consider the notion of time. For it, using timed Petri networks will be considered. 
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